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This document contains the following sections:

1 Forensic Notebook Summary
Notebook details including the number of notes and attachments contained within this Forensic
Notebook.

2 Validating the Authenticity of this Document (if required)
Web Address URL to determine if this Forensic Notebook is current and valid.

3 Digital Signature
Logo indicating that this document has been Digitally Signed and Timestamped. Verifiable within
Adobe Reader, Adobe Acrobat or by utilizing the Validation URL.

4 Exact contents of each Forensic Note entered by TwiceSafe Software Solutions Inc.
Each note entered by TwiceSafe Software Solutions Inc. has been Digitally Signed and
Timestamped. An exact copy of all notes and attachments entered by TwiceSafe Software
Solutions Inc. is included within this Forensic Notebook.

Potential Relevant Information
Additional notes may have been created since this Forensic Notebook PDF was generated on
2016-08-24 @ 15:39:04 UTC. The Validation URL listed on the next page will indicate if additional
notes exist.
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FORENSIC NOTEBOOK INFORMATION

Summary as of 2016-08-24 @ 15:39:04 UTC

Owner: TwiceSafe Software Solutions Inc.
 
Notebook Type: Standard Notebook
Notebook ID: 2f801522-a372-4424-9c79-e9a4f2c91c1d
Number of Notes: 7
First Note Created: 2016-08-24 @ 15:03:58 UTC
Last Note Created: 2016-08-24 @ 15:38:49 UTC
Number of Attachments: 23
 
Notebook Created: 2016-08-24 @ 14:58:03 UTC
Forensic Notebook PDF Generated: 2016-08-24 @ 15:39:04 UTC

Forensic Notes - Summary Information Pages
The Notes on the following Forensic Note Summary pages are an exact copy of the original content entered by the owner
of this notebook. If required, each Forensic Note Summary can be compared to the original Forensic Note digitally signed
and timestamped at the time of creation.

Validating the Authenticity of this Document (if required)

If the authenticity of this Forensic Note is in question, it can be validated as being a Genuine Forensic Notebook by going to
the following URL: 
https://www.ForensicNotes.com/Validate

System Generated Files

The SHA-512 Hash value of this saved PDF document will be sent to a Trusted Timestamp Authority (TSA) which will generate
an RFC 3161 Timestamp. The Timestamp will be returned within a .p7s file which contains this PDF’s SHA-512 value, RFC
3161 Timestamp and an x.509 Public Key Certificate.

Filename
Forensic Notebook - 2016-08-24_15_39_04hrs.pdf (current file)
Forensic Notebook - 2016-08-24_15_39_04hrs.p7s

Digital Signature
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FORENSIC NOTE SUMMARY (NOTE #1)

Summary

Notebook ID: 2f801522-a372-4424-9c79-e9a4f2c91c1d
Note ID: 12c4b0f3-b4a0-465e-8cac-f027cb533b86
Forensic Note Number: 1
Attachments: 0
 
Forensic Note PDF Generated: 2016-08-24 @ 15:03:52 UTC
Forensic Note PDF Timestamped: 2016-08-24 @ 15:03:58 UTC

Details

--- (start) User Entered Details ----

  

Forensic Notes are digitally signed and timestamped by a trusted and independent Timestamping Authority (TSA).

DigiStamp, our TSA, is trusted by large banks, governments and global leaders in business that require strong legal evidence
that is certified, audited and reliable.

Forensic Notes allow you to make notes and attach any electronic files that you choose.

Attachments can include, but not limited to:

Image Files (gif, jpeg, png, etc.)
Video Files (avi, mp4, mov, etc.)
Audio Files (mp3, wav, etc.)
Electronic Documents (Word, Excel, PDF, txt, etc.)

A digital fingerprint (SHA-512 Hash) of every file is generated and included as part of the digital signing and timestamping
process.

This allows you to validate any Forensic Note or Attachment easily proving the date & time at which it was saved within the
system.

Please continue to read the rest of the notes contained within this Forensic Notebook to better understand why Forensic Notes
is the clear choice for your business.

--- (end) User Entered Details ----
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FORENSIC NOTE SUMMARY (NOTE #2)

Summary

Notebook ID: 2f801522-a372-4424-9c79-e9a4f2c91c1d
Note ID: 040cf3dd-b048-4b03-ab5f-885162550d49
Forensic Note Number: 2
Attachments: 0
 
Forensic Note PDF Generated: 2016-08-24 @ 15:11:54 UTC
Forensic Note PDF Timestamped: 2016-08-24 @ 15:11:59 UTC

Details

--- (start) User Entered Details ----

  

Each Forensic Note can be individually verified and validated to prove when it was created. 

However, the main advantage of Forensic Notes is the fact that it is designed to replicate bound notebooks such as Lab,
Inventor and Law Enforcement Notebooks.

The bound notebooks are trusted within civil and criminal courts due to their specific design that does not allow modifications or
removal of notes entered.

Forensic Notebooks are designed to follow Best Practice Guidelines for recording notes that can be accepted within civil and
criminal court.

Paper notebooks accepted within the courts are expected to have:

Sequentially numbered pages
No ability to remove a page or note
No blank pages or blank sections that could be filled in at a later time
All notes readable even if corrected or crossed out

Forensic Notes replicate bound notebooks with a Write Once, Read-Only (WORM) electronic system that:

Contemporaneously records notes entered in sequential order
Removes the ability to permanently delete or hide notes (notes can be marked as deleted with a reason for deletion)
Removes the ability to modify existing notes

--- (end) User Entered Details ----
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FORENSIC NOTE SUMMARY (NOTE #3)

Summary

Notebook ID: 2f801522-a372-4424-9c79-e9a4f2c91c1d
Note ID: fe780154-de11-43db-be62-1cf3e7feef31
Forensic Note Number: 3
Attachments: 20
 
Forensic Note PDF Generated: 2016-08-24 @ 15:13:26 UTC
Forensic Note PDF Timestamped: 2016-08-24 @ 15:13:31 UTC

Details

--- (start) User Entered Details ----

  

As demonstrated within this note, you have the ability to add a large number of electronic attachments.

A unique fingerprint (SHA-512 Hash) of each file is calculated and included as part of the digital signing and timestamping
process.

As a result, you can validate and prove the date and time you saved any of the attached files.

--- (end) User Entered Details ----
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1 - 12 (of 20)Attachments

The following attachments were added to this Forensic Note by the owner.

# Filename File
Size

MD5 Hash SHA-512 Hash

1 A PDF Document.pdf 96722 7dcb737dd6239929
15ce3e300e88414e

384fa073e2af909cf24ff2c352c30a5ef50
27a502a52faa452472888362a7334974
4b2a1cc43200c818efa634f6990acf277
7192014b29e0ebd1095e44b97100

2 A Word Document.docx 11591 9e4e56dc185c51f0
2f6a7bba6b027ee4

f94378b17cf30de339a757ab882ac21cb
6c92325a058d7469c409290531f0c047
c9c53a1499e05e28a1c0e82468c7c6e1
78a76e9a4b0ecf6bc47064a7845dd44

3 An Excel Document.xlsx 9446 453f822f28f231f3ea
9b513d3124c005

faa42810614c629ae8a92b370a9e736b
750850a9e183eb253b6727f2ad573b0e
2d313eb65fce442eb409a0ccbf992d86f7
0cd525cf6c5ab6a0cd2c5cc3a4c2fc

4 Autumn.jpg 228271 465b5b1485c5eaf9
41d134bbd09d1391

276dbebff44c2c57932473bcfab5ea3574
93a70ec466cf944c8e6007b8f61a339d9
b74ad771d81b7f467331e4f59a5088543
4b69b31f6b9010ff0e1e06d62e0c

5 Bamboo.jpg 171140 04175cc31468c1b9
7a291e8f71e9f031

d13ad5dfdd46cb807425113f0a9e934b8
7d0fa1e9fe6f734834a1900081958bd10
bd764cab182648dad0d1fefa2ef101ccf9
041a07a708dafbec5501686ff192

6 Birds Eye View.jpg 110430 64e559c225a17ea4
c76099e96a427c7a

029f5b56a2267e1cfd7f05d5383b46c2fd
a7dd1bd748f66ef9d65c67ea94a689c14
d121b633a94472fd49319e97b3805bbd6
8dc86143576f2e6fbf190b5cbdd3

7 Cactus Close Up.jpg 75443 95e0ed21a98b0c7f
5f4866b0244478ee

c74678046819c220eaf492c897ea06f91
5269dc5c66824a75e1b82fa97fcdcd199
e40f0be64d07cebc7028af1567db65ccc
0da957297f1c8120bfd4d332a365b

8 Clear Day.jpg 79403 6aaf4d965eb46565
b7d368df2fc70d71

548843f55ee0b39d8f7f279779f5d0b1c7
264ffff572c1910d419124e93cdd17a6eb
60da225534774aaf009d0173936ede27f
b46f5592a5951d5add94190e481

9 Flowers.jpg 52961 adce21b05b19a0ae
849d77e0a1550ab8

8a1f2333685c962f7b0da2a8572d99383
e572108080e918aa4038f1b7144aa3f65
92af1f7666953c9dc57b712c72525bd16
1ca1f936f5ee063035119a62d06f0

10 Forest.jpg 229909 558c0a55aaadd9e5
cf06ce854dc48493

b231db88b6ab03a9ca06bf3f07cd114ebb
61d21d54f97c7c68a6ce500c674dfbb4d
6a2ac9d3c5a513b8400d50034b1e5fdc3
6348db7c26931de76c56d6439939

11 Ha Long Bay.jpg 127499 f488cb48844f7a2cc
9401da01b5453da

3940e31cc369a6dcb2caa70e4f051526d
683f03031e03532baf3cc5edeb0ceecb6
e2a9f981803b843ff0fff3072a474ba6bae
547a90dab39243368de8d2b26a5

12 Limestone Island.jpg 125038 a3bf68721357a3f57
16f4c0ebb0c3a47

886cd1b7100f00bd66deea0e3451e5b1a
76d93c564c1010a1a6f1a6b93c6f8b362
74bf8eaa858e63236464ccdf39703d25e
789acca2fe9be99ea18f3e3437ed1
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13 - 20 (of 20)Attachments

The following attachments were added to this Forensic Note by the owner.

# Filename File
Size

MD5 Hash SHA-512 Hash

13 Limestone Madness.jpg 118742 923ecbfca3b8e244
9e9f86f9f2595480

09e9292b05e46eae55022ec48dc88df0
4e8423e74570cd8b42f12454e2d2c7bb4
3dc19d23863bfd3b7167d3ddd8d8bb12fc
52b9df4803fa0ceb021bc7aa558d4

14 Lonely Road.jpg 126802 b418892c77db252f
e2359ed4830de4f1

4e0ce6baff31d7bf8e26f594ca11750d53f
30d29db4e527276a494abe7778862edf
3b538748b8a186a88a2e3721229356b8
53e9ea0fe6af3b29cb04c55eab546

15 Lushfull Pond.jpg 192635 bfae0bc4d8208d211
e7a7c2b1c4661ff

ff7acebe803144ecf87b82202d7edf243d
94840b0b5295144b16553c7c72d00ee3
0d89f9164be52d2440d46d1ea529133e
73c70009460ca2d5d19dbbe93e4271

16 Mountain.jpg 111224 56f055e977f229990
75998cab095e3c8

ee50365e5846fad232911ca7ec6c08122
f0235f32be7af3b592848c30217113249f
e09e33c0d598ac68903708b4cae9e46c
4a79e642b25f847454a68144bfb6c

17 Nocturnal Spirit.jpg 38122 2f59a75ca603406c
48535b2af44793fc

48a70650a7a2266ffd2861d71d40839ed
7b074ebe8b6a15b3809959edac099326
2e28f54d13975e7c578c6872e5ea05cc
41d5c6d10212855c7bc46518659b8d4

18 Palm Tree.jpg 184523 7b5a1947a4f3e9c1
8e3c42d92a7769cc

016144d143a89945ff5ba2c31b9c0b94a
2b696597a79a20e8c762a57ce93dd79f
0032cd5ea69a5c5ad3bd22bde4a0b0b3
a34666645febd72bb33004db63f78f7

19 Plumeria.jpg 87250 7a48f71a8ab21241
e81d4c84692ed9b9

f30bd33ce20ef1057e507761c8a005ef5f
d8fb563fae22663fd132d6bf58f37d887c7
f9ee35895621a365695a2a9a64b92947
75759b26782fe6e1c8d0f79268c

20 Wood.jpg 159546 e4520c305bb730ea
249cbf7b562ed4d9

2d386b62d746fc4632505b22dedddd760
2326bd7a66496b75ded820c47efeaea58
ee3993ec0172c645d0c77de12e843752
d39064791467444aa1daf059840ad5
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FORENSIC NOTE SUMMARY (NOTE #4)

Summary

Notebook ID: 2f801522-a372-4424-9c79-e9a4f2c91c1d
Note ID: 5651866f-d222-419c-98c7-6c1c32b4923c
Forensic Note Number: 4
Attachments: 1
 
Forensic Note PDF Generated: 2016-08-24 @ 15:19:45 UTC
Forensic Note PDF Timestamped: 2016-08-24 @ 15:19:51 UTC

Details

--- (start) User Entered Details ----

  

Forensic Notes and Notebooks can be easily validated by dragging and dropping the file within our proprietary Validation Tool.

The digital fingerprint (SHA-512 Hash) of your document is compared to files within our system to determine if the file is valid.

The digital fingerprint is then compared to the stored Digital Timestamp of your document for secondary validation.

No personal information is ever presented within the validation tool.

--- (end) User Entered Details ----
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1 - 1 (of 1)Attachments

The following attachments were added to this Forensic Note by the owner.

# Filename File
Size

MD5 Hash SHA-512 Hash

1 Validate Note 1.png 37372 584258e90f96a64a
532a05e9c84edb91

fbddedd535cb208a3df4329bd913c6b809
820180d86170f46f618994d1e5f08d4a9
671c564281e40946261283a151e03488
b06cf254b96aacc15133da737282a
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FORENSIC NOTE SUMMARY (NOTE #5)

Summary

Notebook ID: 2f801522-a372-4424-9c79-e9a4f2c91c1d
Note ID: 4e8605cb-2ec1-44cf-bf14-1d762663e6a4
Forensic Note Number: 5
Attachments: 2
 
Forensic Note PDF Generated: 2016-08-24 @ 15:27:45 UTC
Forensic Note PDF Timestamped: 2016-08-24 @ 15:27:51 UTC

Details

--- (start) User Entered Details ----

  

Below is how the 1st note appeared when creating it within the Forensic Notes application.

This is how it appears once Finalized and Saved as a Forensic Note within the application.
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--- (end) User Entered Details ----
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1 - 2 (of 2)Attachments

The following attachments were added to this Forensic Note by the owner.

# Filename File
Size

MD5 Hash SHA-512 Hash

1 Note 1 - Finalized.png 142247 f2bc45fc0c6a3df50
2a90ce7470f0186

4abc1c9bec6a5966a5629a8f3af14c368f
9ff0a7dde1ea582b2b0e89e103280343f
d78eaebcb736acc779fe03629d69e4ab3
5b487219ede8a5a57dc0d0cc1224

2 Note 1.png 135512 04218fb4baa0ddf25
a916c772f53ce0c

71e8335fbaa47e069d1ac8f2f849f62a63
cfff5d56d2ae538a55d1a781255884279
e01a593caa1b32af4c0d620af578a170d
63c8e284938c5b47d7384cace731
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FORENSIC NOTE SUMMARY (NOTE #6)

Summary

Notebook ID: 2f801522-a372-4424-9c79-e9a4f2c91c1d
Note ID: cc7cbb52-e51c-4a9e-91ea-f5cf2493483d
Forensic Note Number: 6
Attachments: 0
 
Forensic Note PDF Generated: 2016-08-24 @ 15:28:50 UTC
Forensic Note PDF Timestamped: 2016-08-24 @ 15:28:55 UTC

Details

--- (start) User Entered Details ----

  

Thank you for reading this Forensic Notebook and discovering the power of Forensic Notes.

You can test the validation of Forensic Notes by going to www.ForensicNotes.com/Test-Validation

Please send any questions to Support@ForensicNotes.com

--- (end) User Entered Details ----
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FORENSIC NOTE SUMMARY (NOTE #7)

Summary

Notebook ID: 2f801522-a372-4424-9c79-e9a4f2c91c1d
Note ID: 39b48779-55b4-4acf-9a8f-c5fbb6a168e7
Forensic Note Number: 7
Attachments: 0
 
Forensic Note PDF Generated: 2016-08-24 @ 15:38:44 UTC
Forensic Note PDF Timestamped: 2016-08-24 @ 15:38:49 UTC

Details

--- (start) User Entered Details ----

  

This 7th Note was added after a Notebook containing the first 6 notes was downloaded.

The Forensic Notebook containing the first 6 notes will still show as being a Valid Forensic Notebook, but a warning will be
displayed to the user indicating that a new Notebook exists which may contain additional information.

--- (end) User Entered Details ----
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